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Account takeover fraud continues to increase and has become many fraudster’s scheme of choice. 
Controlling it is getting more challenging as criminal’s techniques, collaboration, and technology 
keep advancing. 

However, in your attempts to thwart, you cannot erect cumbersome hurdles that negatively 
impact your customer’s experience. 

Ensuring you have the right balance between security and simplicity for customers results from 
applying expertise with an advanced toolset. Customers increasingly view strong security along 
with a frictionless experience as a differentiating factor, so achieving that balance is critical to your 
business’ success. 

With the holidays approaching, now is the time for your fraud detection transformation.

FRAUD REDUCTION STRATEGY: 

How can you secure accounts without 
complicating the customer experience? 

A recent survey found that 75% of 
companies experienced an account takeover 
in the past year. However, that is only part of 
the story; on average, it happens seven times 
a year to the companies surveyed. 

75%
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Defining Account Takeover

There are many methods they can use to gain access to an account. 
Upon gaining access, they can then change passwords, PINs, email, 
physical address, and a host of other actions to take control of an 
account.

THE DANGERS OF ACCOUNT TAKEOVER

The dangers of account takeover go beyond financial institutions 
and digital merchants, to a variety of industries. 

Once criminals have control of an account, they can inflict severe 
damage, including: 

Account takeover is, at its simplest, when a fraudster gains 
control over a consumer’s digital account. 

Withdrawing funds

Purchasing goods and services

Redeeming frequent traveler 
rewards

Accessing sensitive information and 
intellectual property

Hijacking an email address

Overtaking online gaming accounts
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Scope of The Problem
It is easy to understand the scope of the account takeover (ATO) 
fraud problem with these two statistics:

• ATO increased nearly 300% from 2019 to 2020 for online
merchants

• ATO rose over 70% for financial institutions in the same period

The perpetrator is seldom the stereotypical hoodie-wearing loner 
working out of a dank basement. They are more likely to be part of a 
well-organized criminal syndicate, often state-sponsored. 

With this level of sophistication, legacy defenses are easy pickings. 

In a recent survey, 
account takeovers had 
the following targets 
(multiple responses 
possible):

Fraud.net was recently recognized in the 
2021 Gartner Market Guide for Online Fraud 
Detection.

40%
Payment 
details

35%
Funds 
Stolen 

35%
Loyalty 

Rewards
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01. Prolonged spikes in digital activity provide more
opportunities, and also improves criminals ability to
“hide” due to the noise of the larger volumes.

02. More sophisticated hackers, using advanced
technologies, the dark web, and higher levels of
specialization.

03. Acceleration of cloud migration and digital
transformation initiatives led to increased
opportunities.

04. Increase in opportunists; individuals that prior to the
pandemic were not fraudsters.

05. Distracted employees and consumers due to
working remotely and general anxiety

06. Overworked fraud teams from the flood of digital
transactions

The increase in the past year was largely driven, of course, by the 
pandemic. There were a variety of reasons behind the rise, some 
of which will remain long after COVID subsides: 

A recent AITE study found that account takeover is becoming a 
major concern for Security leadership. 

One of the key drivers for the fraud is the stolen data widely 
available on the dark web. 

Additionally, the fraudster’s use and investment in “industrial-
scale data-mining operations” will likely prolong the prevalence 
of takeovers. The advanced technologies and adaptability of 
the criminals have made them resilient to traditional fraud 
measures. 

As the holidays draw nearer, now is the time to take control of 
your account takeover fraud prevention. By not acting, you risk 
brand abandonment and severe financial implications. 

The financial impact of 
account takeover fraud 
continues to climb. 
Estimates for the total 
cost of account takeover 
were $26 billion in 2020.

$26 
billion
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Fraudster’s Account Takeover Tactics
Cybercriminals are always evolving their tactics and employing new ones in their attempts to 
breach consumer’s accounts. Increasingly automated methods such as credential stuffing, 
complex scripts, and bots make the fraud ever easier to deploy. In addition to targeting 
consumers, using account takeover is increasingly being used to steal employee user credentials. 
It is often the easiest path to access sensitive information within organizations.

THE FUTURE OF ACCOUNT TAKEOVER 

Many experts predict that in just a few years, Deep Fakes 
will be a leading choice of scammers for account takeovers.

Brute-force 
Attacks 

often involving 
complex scripts 

Social 
Engineering 

techniques to 
access accounts

Phishing 
Emails 

to infect with 
malware

Credential 
Cracking

 is a targeted 
approach to 

access accounts

Credential 
Stuffing 

from data breach 
marketplaces on 

the dark web

Fraudsters can acquire consumer or user credentials via a number of tactics, including:

01 02 03 04 05
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THE IMPACT OF BOTS 

Bots have made these tactics extremely scalable so the cybercriminals can hit more targets, or 
focus more effort on a single target. The increasing use of bots is leading to more brute-force 
attacks that crisscross the web and deploy stolen credentials against accounts. 

RECOGNIZING ACCOUNT TAKEOVER FRAUD 

Below are some potential signs of account takeover fraud:

Large funds 
transfer

New 
 Device

High number 
of transactions 

in quick 
succession

Recent 
password, 
address, or 

email change

Multiple 
recent login 

attempts

In addition, the legitimate owner is not likely to be initially informed or aware of the takeover 
of their account. Often it takes a period of time until they realize the damage, but by then, the 
perpetrator will have disappeared.

Criminals typically 
waste no time after 
taking over an 
account.

Javelin Strategy & 
Research found that 
40% of all fraudulent 
activity occurs within 
the first 24 hours.
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Protecting and Simplifying the Journey for 
Customers
Account takeover is a reputational problem waiting to happen to your company. A customer 
impacted by a takeover initiated on your site is a lost customer. In addition, the publicity 
generated by a hack will lead to a loss in trust and deterioration of your brand. 

The conundrum for companies is creating a positive customer experience without playing into the 
hands of the criminals. While the use of single-click, on-demand, and omnichannel experiences 
is vital for attracting and retaining customers, they can also unwittingly simplify the stealing of 
accounts. 

But putting in place measures to help control account takeover and other frauds can easily 
swing in the other direction and create increased friction for consumers on your site. As a result, 
abandonment rates and customer service issues will likely increase.

The place to start the transformation is your vision for the customer experience, which needs 
to include account protection. Your customer’s perception of trust and safety is critical as digital 
interactions continue to skyrocket.

Targeting the set of behaviors that are most typically a sign of takeover fraud reduces your false 
positives, improves your customer experience, and increases your effectiveness in stopping the 
criminals. With proper usage of AI-based tools and a high degree of expertise, you can have the 
right blend of security and simplicity to offer an outstanding experience for your customers, while 
identifying and stopping criminals.

“...leading companies are stepping 
back to think about designing a 
secure customer journey—that is, 
a relatively engaging online and 
mobile experience for legitimate 
users that is also safe from 
cyberattacks and fraudsters.”

McKinsey & Company “Building 
security into the customer 
experience”

“
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The Tools and Expertise Needed to Resist Account 
Takeover Fraud
Fraud.net provides cloud-based software that covers your customer’s entire digital journey. We 
perform risk assessments at every step and without sacrificing the customer’s digital experience. 
The foundation for our unified solution against account takeover is the industry’s leading cloud-
based “glass-box” system. We combat account takeover fraud with a combination of machine 
learning, anomaly detection, and behavioral analyses to detect high-risk sessions on your site and 
help prevent fraudulent logins. As a digital business, you gain the opportunity to differentiate as a 
high-trust partner with a frictionless customer experience. 

Below are the eight items making up our comprehensive toolset to protect your business and 
customers from account takeover fraud, while enhancing the customer experience:

01. LOGIN AI™

Our solution is centered around the Login AI™ product that analyzes a broad array of
factors, including:

Login AI helps protect your organization against account takeovers and other 
unauthorized activities by screening and verifying key details about devices used 
when signing into an account. As a result, we put a halt to cybercriminals’ credential 
stuffing, brute force attacks, and other methods in trying to gain access to your 
customer’s accounts. 

Operating 
System

LanguageBiometricsEmail 
Address

Login 
History

IP 
Address 
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02. MACHINE LEARNING MODELS

Detect the subtle patterns of account takeover fraud and use behavioral analysis to
flag high-risk sessions. Our solution features machine learning that quickly zeroes in
on anomaly detection.

03. GUARDIAN

Gaurdian is our barometer for the effectiveness of our machine learning models in
stopping account takeover. Because the fraud is constantly evolving, the models must
evolve to prevent takeover fraud. The Guardian alerts our Data Science team about
new variants and the need to adjust our models.

04. ROBUST RULES ENGINE

Along with the expertise of our Data Science team, our rules engine is the key to
blending protection and customer experience. Once we have sufficient data, our Data
Science team works closely with you on refining the AI-based fraud rules. Our team
reviews the machine learning models to determine adjustments necessary to the
fraud rules for more effective detecting and preventing the fraud.

This results in the following benefits:
• Reduced number of reviews
• Decreased false positives
• Fewer hours spent reviewing transactions
• Reduced backlog of cases



 © Fraud.net. All rights reserved. | sales@fraud.net | 866.971.2030 10

8 ACTIONS TO REDUCE ACCOUNT TAKEOVER FRAUD

05. APPSTORE

We have pulled together into a single system the most valuable third-party anti-
fraud data and technology providers to meet your unique needs. The Appstore
provides a wide variety of fraud-related tools from partners to help you seamlessly,
transparently, and cost-effectively address your specific requirements.

06. COLLECTIVE INTELLIGENCE NETWORK

Our data consortium network includes payment processors, data organizations,
and other customers that share anonymous data about fraudulent transactions and
users in their systems. Your organization gains actionable insights and the ability to
proactively detect fraud that you have not previously encountered.

07. LINKED ENTITY ANALYSIS

Our visualization tools help you quickly understand relationships between fraudsters.
Because the bad guys are increasingly collaborative, it provides an intuitive means to
see the interactions and helps understand the linkages and the capability to predict
their next steps.

08. CASE MANAGEMENT

Enables your fraud team to rapidly review cases, thereby increasing efficiency,
lowering costs, increasing revenue, and reducing fraud.
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Prevent Account Takeover 
without Compromising the 
Customer Experience
The path to a positive customer experience combined 
with a strong account takeover defense is through 
extensive data capture, adaptive AI/ML models, and data 
science expertise. 

Our focus is a better utilization of your vast trove of 
customer data to understand the behaviors of fraudsters. 
This feeds the development of a set of AI-based rules 
necessary to stop them without impacting your good 
customers. By using all of your relevant data and our 
curated third-party data within the data consortium, you 
can focus on those behaviors that generate the highest 
probability of fraud. 

Our experts provide recommendations on the 
combination of rules to dramatically reduce false positives 
and help your fraud team hone in on the bad actors. This 
approach eliminates customer friction, annoyance, and 
abandonment.

Lastly, these challenging times require digital 
organizations of all kinds to continue to innovate their 
anti-fraud policies and technologies for account takeover 
and other fraudulent activities. 

At Fraud.net our mission is to make every digital 
transaction safe and your business more profitable. 
Contact our experts today to learn more and receive a 
demonstration of how we can help your organization 
prevent account takeover fraud.

LEARN MORE

Login AI in Action:

“Fraud.net allows us and our 
portfolio companies and clients 
to prevent misrepresentation 
of identity and inaccurate fund 
representation which allows us to 
solely focus on our duty to investors. 
This added relief has been greater 
than expected but more importantly 
decreased our time commitment 
towards fraud.”

IT Administrator, 
Mid-Size Financial Services 
Organization   

https://fraud.net/demo/?utm_medium=collateral&utm_source=ebook&utm_campaign=syntheticidebook
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